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To: Sheryl Sandberg
From: xxzhang@facebook.com [Xiangxin Zhang]
Date: October 8, 2018

Subject: Action Plan of Public Concerns
Dear Sheryl,

As you requested, this is the action plan for the top 3 public concerns.

Firstly, we need to further protect user privacy by improving technology-based defense
against hacking activities and restricting data sharing with companies.

Our most recent data leakage was caused by a weakness in “a feature allowing Facebook
members to view how their profile appeared to others.'”. A tiny weakness in our system where
2.23 billion monthly active users are present worldwide? is going to attract regulators’ attention
easily. Recently, Britain’s information regulator said it intends to hit us with the maximum
amount allowed by law over data practices related to Cambridge Analytica®, which was up to
1.63bn (£1.25bn) - 4% of our annual global turnover®. Appggntly, we have no choice but to

strengthen our immunity to hacking, or we lose signiﬁ(@ﬁ ount of our yearly income.

S
We originally allowed third-party apps to Q&%ss wide-ranging data about the friends of

users who had signed up, and now we nee § reconsider about it. There were some serious
issues, for example, Cambridge An ytfc) solicited on Facebook and told people it was for
academic research made them fee‘&.\afe, which finally hurt us, as our users will not trust us
anymore when they notic%i(% order to bring our users back, we need to be make changes on
policies related to de%q;ﬁ%lring.

Moreover, we l&%e to create a neutral platform by prohibiting inflammatory content,
adjustinﬁ&(l\gorithms to be politically neutral and continually banning suspicious accounts.
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Since 2011, people linked to Iranian state media had set up Facebook pages with fake
names and used them to blast out divisive messages aimed at other countries, including the
United States and Britain®. It is undermining our company by making us more likely to be
regulated by the government when we are utilized as a political tool. Being regulated will
tremendously harm our stock performance, which is unacceptable. Therefore, prohibiting
politically inflammatory content is necessary.

Our algorithms also need to be adjusted to be unbiased in terms of political preference,
and algorithms include machine learning, a rapidly spreading technique allowing computers to
independently learn by churning through the copious disorganized data, including data we
generate in digital environments., and our own research shows that the choices our algorithm
makes can influence people’s mood and even affect elections by shaping turnout’. Redesigning
our algorithms is one of our most urgent missions, as algorithms are unceasingly developing by
information generated in our platform, and if we do not make it as less prejudiced as possible,
the prejudice in our algorithms will accumulate and finally lead users to a biased direction.

We already banned accounts before, for instance, we banned hundreds of fake accounts
and pages, some of which employed similar behaviors that the Russian-backed Internet Research
Agency employed in 2016°. This is the most time-consuming action, but we have to do manual
suspension and perpetual ban anyway.

We also need to eliminate misinformation by deducing the distribution of misinformation,
increasing information transparency and developing t%@nologies to counter fake accounts.

To defend freedom of speech while makirﬁé&(platform to be free of divisive
information and misinformation, we need to be,cdreful about what we are distributing to our
users. Freedom of speech is protected b \13.\%, so wo cannot simply restrict what people are
posting, but we can stop distributiWo ts that are clearly wrong instead of directly removing it
from our platform’. 3 (2

\ : : :
People do bad ‘i‘i’}gs when they are hidden behind the scene, and we have never disclosed
information aboués&v sors behind any online political advertisement or paid communication.
This is a commdn practice in traditional news media, and it is crucial for us in terms of gaining
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credibility either'®, as it is a way to show our attitude that we are willing to dealing with the issue
by making all information, including sponsors’ identities and location transparent.

An environment where information is trustworthy and friendly is essential in any big
communities similar to Facebook. To construct such an environment, we as a technology
company should prioritize technology-based solutions, for instance, we can do it by filtering
offensive content with image recognition technologies''. As our CEO mentioned, we are going to
build AI tools to go find these fake accounts, find coordinated networks of inauthentic activity
and take them down'%.

All the best,
Xiangxin Zhang

Xiangxin Zhang
Public Policy Director
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