Executive Summary I |1 Next Step

Facebook takes three actions to protect user’s security and regain public confidence

1. Countering foreign election interference and advancing election integrity by removing fake accounts, preventing
coordinated inauthentic behavior and tackling false news )
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2. Combating targeted hacking and date collection by H(ﬁ??lementmg additional protecting measures, building new
anti-threat capabilities and having specialized {m@ﬁm—solving teams
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3. Cooperating with government entltls\%,(@dustry peers and experts from civil society to share information and
make progress together 00/,&0&
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We are countering foreign election interference and advancing election integrity with

multiple methods

Removing Fake Accounts

(Globally, we disabled 1.27
billion fake accounts from
October 2017 to March
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Preventing Coordinated

Inauthentic Behavior

/

-

N
Took down 283 Pages

and accounts in Brazil
. R
that were sharglg%
disinformatioq&‘ﬁead of

the coup;\y’s elections
2 Y

D

-

Pa\
C@éﬁ\{oved 32 Pages and )
accounts from Facebook

coordinated inauthentic

and Instagram because
they were involved in

behavior )

66 .

Tackling False News

4 Cooperated with )
iIndependent third-party
fact-checkers in 17
countries. Stories rated as
false are shown lower in

\_ News Feed )

Invested in promoting
news literacy and
provided people with
more context around the
news they saw
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We are protecting user's security by combating targeted hacking and data collection with
additional protocols
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We are cooperating with government entities, industry peers and experts from civil society to
share information and make progress together

~

Cooperating with government entities
* Have an easily accessible online portal and processes in place to handle government
requests

% - Have law enforcement response teams available around the clock to respond to
emergency requests
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o Cooperating with experts from civil society

\‘i - qM - "',f"f; » Partnered with the broader community: The Atlantic Council’s Research Lab provides
- cwu WUIHY #  us with real-time updates on emerging threats and disinformation

i\'\\, R ﬂ; /4}4/ » Partnered with cybersecurity firms: Worked with Firekye to eliminate coordinated

Inauthentic behavior
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Next Step

* We have learned from flaws in our system, and we have fixed them.

*  We will not hesitate to find, block and deactivate bad actors on our platform.

*  We will take down all inauthentic information before it spr. “out.

* Aslong as we find new techniques attackers use in tha@@%ure, we will share them with government, industry peers
and civil soc:|ety to improve our defense CO||eCtI\(Q‘f\§f*6
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